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2.1 Degree	Entry	Conditions	and	Pre-Program	Leveling	Experiences	2. An	MSIS	degree	is	based	on	a	completed	undergraduate	degree	that	provides	a	foundation	in	the	core	IS	competencies,	as	defined	in	IS	2010	(Topi	et	al.	2010).	The	length	of	the	prior	undergraduate	degree	in	IS	may	vary	depending	on	the	national	or	regional	educational	system	(for	example,	in	many	European	countries	an	undergraduate	degree	can	be	a	three-year	degree,	leading	to	a	two-year	master’s,	while	in	North	America	a	typical	undergraduate	degree	is	a	four-year	degree).	MSIS	2016	does	not,	however,	require	all	the	competencies	developed	by	a	typical	undergraduate	degree	in	IS	as	its	entry	requirements,	just	a	subset	of	the	core	competencies	as	specified	in	Section	4.5.		3. It	is	possible	for	those	without	an	undergraduate	degree	specified	in	#2	above	to	enter	an	MSIS	degree	program.	These	students	will,	however,	need	additional	preparation	that	provides	the	equivalent	of	an	undergraduate	
preparation	in	the	IS	topics	specified	below.	This	preparation	is	often	offered	in	the	form	of	educational	experiences	that	are	called,	for	example,	bridge	modules5,	foundations	modules,	or	pre-program	leveling	courses.	The	topic	areas	of	these	modules	(together	with	the	references	to	IS	2010)	are	a. Foundations	of	Information	Systems	(IS	2010.1);	b. Data	and	Information	Management	(IS	2010.2);	c. IT	Infrastructure	(IS	2010.5);	and	d. Systems	Analysis	&	Design	(IS	2010.6).																																																									5	The	word	“module”	is	used	throughout	the	document	to	denote	various	types	of	structured	collections	of	learning	experiences,	such	as	courses,	seminars,	internships,	theses,	large-scale	projects,	etc.	
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	 	 	3	
The	competencies	expected	from	these	learning	experiences	are	specified	further	in	Chapter	5.	4. An	MSIS	degree	requires	foundational	studies	in	its	specified	domain	of	practice	as	a	program	prerequisite	or	developing	the	same	competencies	through	bridge	modules.		 The	most	common	domain	of	practice	is	currently	business,	but	the	integration	between	technology	understanding	and	domain	expertise	is	useful	and	can	be	achieved	in	many	other	domains,	too.	Examples	of	such	domains	include	government	and	public	administration,	non-governmental	organizations	and	other	non-profits,	health	care,	education,	law,	services	in	general,	and	many	fields	of	science.		 Domains	of	practice	are	discussed	in	more	detail	in	Chapter	5.		5. A	student	entering	an	MSIS	degree	program	is	required	to	have	at	least	one	
university-level	module	in	statistics	or	analytics.		6. An	MSIS	degree	program	has	no	expectations	regarding	prior	
professional	experience.	Therefore,	no	competency	expectations	for	graduates	can	be	built	based	on	prior	professional	experience.	It	often	is,	however,	valuable	for	students	to	have	relevant	professional	experience	as	it	could	help	overcome	shortcomings	in	domain	knowledge	and/or	an	undergraduate	degree	(if,	for	example,	the	professional	experience	is	in	a	computing	field).	It	is	possible	and	fully	acceptable	that	individual	schools	or	departments	create	MSIS	programs	targeted	to	experienced	professionals	that	require	a	pre-specified	level	of	professional	experience.		



















































































































3. Govern	IS	project	management	principles	and	support	their	use	in	the	organization.	4. Manage	information	systems	use.	5. Manage	information	resources	together	with	line	management.		
Competencies	in	the	area	of	IS	Strategy	and	Governance	(ISSG)	
Area	Description:	IS	strategy	is	concerned	with	the	creation	and	implementation	of	long-term	plans	for	designing,	delivering,	and	using	organizational	information	systems	to	achieve	strategic	domain	goals	and	objectives.	IS	governance	is	concerned	with	monitoring	and	controlling	organizational	IS	resources	to	ensure	alignment	with	and	achievement	of	strategies,	goals,	and	objectives.		
High-level	area	dimensions:	The	graduates	will	be	able	to	1. Analyze	the	effect	and	impact	of	IS	on	industries,	firms,	and	institutions;	develop	and	implement	plans	of	action	for	maximizing	firm	benefits	associated	with	IS	design,	delivery,	and	use;	and	manage	IS	resources	financially.		2. Create	and	manage	the	oversight	mechanisms	by	which	an	organization	evaluates,	directs,	and	monitors	organizational	IT.	These	mechanisms	may	leverage	one	or	more	governance	frameworks;	hence,	understanding	the	process	of	applying	and	analyzing	a	framework	is	a	critical	competency.	Distribution	of	decision	rights	and	organizational	decision-making	practices	are	other	key	components	of	this	competency	area.		3. Establish	practices	for	minimizing	environmental	impacts	and	planning	for	long-term	firm	viability.		
Competencies	in	the	area	of	IT	Infrastructure	(INFR)	
Area	Description:	The	IT	Infrastructure	area	covers	competencies	that	allow	graduates	to	contribute	to	needs	analysis	for	and	design	and	implementation	of	effective,	technically	correct	IT	infrastructure	solutions.	









































































































































































































































































































































































































































































































































































1 BCIA Managing	and	implementing	cybersecurity N X x x x
2 BCIA Responding	to	and	managing	IS	problems S X x x
3 BCIA Monitoring	system	operations N X x x
4 BCIA Managing	system	recovery A X
5 BCIA Managing	Information	Systems	risks N X x x
6 BCIA Protecting	IT	assets N X
7 BCIA Developing	information	assurance	strategy A X x








































































































































































































































































1 BCIA Managing	and	implementing	cybersecurity N x x x x x x
2 BCIA Responding	to	and	managing	IS	problems S x x
3 BCIA Monitoring	system	operations N x x x
4 BCIA Managing	system	recovery A x
5 BCIA Managing	Information	Systems	risks N x x x x x x x
6 BCIA Protecting	IT	assets N x x x
7 BCIA Developing	information	assurance	strategy A x x x
8 BCIA Engineering	systems	for	continuity A x
9 BCIA Implementing	and	managing	quality	audit	processes A x

























































































































































































Competency	Categories	and	Competency	Examples—Master’s	1. Managing	and	implementing	cybersecurity	a. Develop,	implement,	and	maintain	security	policy	and	technical	procedures	to	protect	and	defend	the	data	and	network	systems	in	the	organization.		b. Monitor	and	control	security	related	events,	such	as	detecting	intrusion,	identifying	fraud,	and	responding	to	security	incidents.		c. Understand	essential	system	and	network	security-related	technologies,	including	cryptology,	security	protocols	and	framework,	firewall	and	IDS	tools,	etc.	2. Responding	to	and	managing	IS	problems		
                                                
1 We use the term Business Continuity here because of its longstanding use to refer to the 
continuity of all types of domain activities.  
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a. Respond	to	problems	and	incidents	raised	during	domain	operations	in	order	to	minimize	the	interruption	to	the	data	and	system	access.		b. Investigate	incidents	and	analyze	and	report	results	of	these	investigations.	c. Apply	standard	digital	forensic	and	cybercrime	prevention	techniques.	3. Monitoring	system	operations	a. Monitor	and	track	system	operations	in	order	to	ensure	smoothness	and	continuity	while	avoiding	and	reducing	interruptions	and	incidents.		b. Track	system	performance,	monitor	security,	and	analyze	user	behavior.	c. Assess	the	running	conditions	of	the	IT	system	within	an	organization	and	take	appropriate	actions	when	unexpected	events	occur.	4. Managing	system	recovery		a. Initiate	recovery	and	contingency	plans	and	operations	in	the	event	of	system	failures	or	security	compromises	in	order	to	keep	the	IT	assets	resilient	to	any	interruptions	of	normal	conditions	of	the	domain.	b. Manage	the	processes	of	system	isolation	and	restoration,	disaster	recovery,	and	crisis	management.	c. Contain	system	faults	and	bring	the	system	back	up	and	running	from	problematic	situations.	5. Managing	IS	risks		a. Assess	and	identify	potential	risks	to	the	information	systems	and	execute	necessary	actions	to	avoid	and	reduce	the	threats	from	the	risks.		b. Identify	vulnerabilities	and	threats.	c. Monitor	and	mitigate	risks.	6. Protecting	IT	assets		a. Plan	and	manage	IT	assets,	including	the	system,	network,	databases,	and	established	processes	and	practices	within	the	organization.	b. Protect	the	IT	assets	from	internal	and	external	damages	caused	by	careless	or	malicious	threats.	c. Maintain	Confidentiality,	Integrity,	and	Availability	(CIA).	d. Enforce	regulatory	requirements	and	contracts.	7. Developing	information	assurance	strategy	a. Develop	leadership	and	oversight	in	setting	corporate-level	strategy	and	policy	to	assure	cost-effective	and	confident	management	of	the	information	systems	within	the	organization.		b. Integrate	protection	from	risks	and	security	threats.	8. Engineering	systems	for	continuity	a. Ensure	continuous	operation	of	IT	assets	in	all	phases	of	the	lifecycle	of	the	information	systems.		b. Apply	techniques	of	continuity-aware	planning	top	IT	procurement.	c. Execute	remedial	and	contingency	planning.	d. Consider	human	resources	implications	of	continuity	planning.	
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Competency	categories	and	competency	examples—Pre-master’s		 11. Explaining	key	data	and	information	concepts	and	the	data	and	information	management	lifecycle	a. Explain	the	differences	between	data,	information,	and	knowledge.	b. Explain	the	reasons	why	data,	information,	knowledge,	data	management,	and	content	management	solutions	are	essential	for	human	activity.	c. Separate	the	lifecycle	stages	from	each	other	conceptually.	d. Explain	the	actions	required	during	each	stage.	e. Explain	the	connection	between	systems	lifecycles	and	data	management	lifecycles.	12. Capturing	and	structuring	data	and	information	requirements	using	appropriate	conceptual	modeling	techniques	a. Interview	and	observe	users	to	identify	their	data	needs.	b. Evaluate	domain	activities	to	understand	how	they	can	be	improved	with	effective	use	of	data.	
70
c. Structure	domain	data	requirements	using	Enhanced	Entity-Relationship	(EER)	modeling	and	alternative	models	such	as	hierarchical,	network,	cube,	etc.	as	appropriate	to	the	domain.	d. Evaluate	appropriateness	of	different	data	structures	for	representing	and	storing	data.	13. Developing	a	logical	level	representation	of	data	based	on	a	conceptual	model	a. Convert	an	EER	model	into	a	relational	data	model.	b. Analyze	the	normalization	status	of	a	relational	model	and	convert	it	to	the	third	normal	form.	14. Implementing	a	database	solution	to	serve	systems	consisting	of	multiple	applications	a. Articulate	the	key	issues	associated	with	physical	design	of	databases	in	various	environments.	b. Write	SQL	code	to	implement	a	relational	database	based	on	a	relational	data	model.	c. Design	and	maintain	an	effective	indexing	solution	for	a	relational	database	that	supports	transaction	processing.	15. Using	a	contemporary	data	manipulation	and	retrieval	language	effectively		a. Implement	a	relational	database	using	the	DDL	features	of	SQL.	b. Retrieve	data	from	a	complex	relational	database	using	the	DML	features	of	SQL.	c. Insert,	update,	and	delete	data	in	a	relational	database	using	the	DML	features	of	SQL.		
Competency	categories	and	competency	examples—Master’s		 16. Selecting	appropriate	data	management	technologies	based	on	the	needs	of	the	domain	a. Distinguish	between	technologies	for	operational	databases,	structured	data	warehouses,	and	repositories	for	unstructured	data.	b. Design	a	technology	architecture	for	organizational	data	management.	c. Select	appropriate	technology	options	for	each	of	the	architectural	categories.	17. Securing	domain	data	and	protecting	both	user	privacy	and	organizational	intellectual	property	using	appropriate	technical	solutions	a. Identify	appropriate	data	encryption	technologies.	b. Implement	data	access	policies	in	the	context	of	a	database	management	system.	18. Designing	and	implementing	a	data	warehouse	using	a	contemporary	architectural	solution	a. Distinguish	between	an	enterprise	data	warehouse	and	data	mart	and	select	an	appropriate	solution	for	an	organization.	b. Design	a	schema	for	a	data	warehouse	using	one	of	the	standard	design	approaches	(such	as	star	or	snowflake	schema).	
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c. Implement	a	data	warehouse	using	a	contemporary	technology	solution.	19. Creating	a	scalable	infrastructure	for	large	amounts	of	data	using	parallel	and	distributed	technologies	a. Architect	solutions	for	the	storage	and	management	of	large	volumes	of	heterogeneous	data	using	technologies	such	as	Hadoop.	b. Architect	solutions	for	the	storage	and	management	of	large	volumes	of	heterogeneous	data	using	emerging	data	management	technologies	(such	as	NoSQL).	20. Developing	and	implementing	organizational	information	management	policies	and	processes	a. Align	information	use	with	the	goals	of	the	domain.	b. Ensure	proper	access	to	information.	c. Manage	the	policies	regarding	security,	privacy,	compliance	with	laws	and	regulations,	and	quality	of	data.	21. Creating	an	information	architecture	for	an	organization	a. Make	explicit	the	spatial	and	temporal	dimensions	of	information.	b. Design	organizational	structures	to	categorize	information.	c. Develop	labeling	systems	to	represent	information.	d. Develop	navigation	systems	to	enable	users	to	browse	or	move	through	information.	e. Develop	search	systems	to	help	users	look	for	information.	f. Align	information	architecture	with	enterprise	architecture.	22. Integrating	and	preparing	data	captured	from	various	sources	for	analytical	use	a. Identify	appropriate	data	sources	in	a	heterogeneous	environment	with	multiple	data	types.	b. Design	processes	for	extracting,	transforming,	and	loading	(ETL)	data	to	the	analytical	environment.	c. Implement	ETL	processes	in	an	organizational	environment.	23. Selecting	and	using	appropriate	analytics	methods	a. Identify	appropriate	analytics	methods	for	given	tasks.	b. Use	an	analytics	platform	to	perform	basic	analytics	tasks.	c. Report	the	results	of	an	analytics	task.	24. Analyzing	data	using	advanced	contemporary	methods	a. Select	and	apply	advanced	computational	approaches	to	identify	meaningful	patterns	and	trends.	b. Build	models	to	support	decision-making	activities.	c. Create	visualizations	of	large	complex	data	sets	to	understand	meaningful	patterns	and	trends.		25. Designing	and	implementing	architectures	for	organizational	content	management	systems	a. Identify	content	providers	and	identify	users’	needs,	goals,	and	expectations	in	documenting,	sharing,	and	publishing	organizational	content.	
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Competence	categories	and	competence	examples	—	Master’s		 26. Explaining	enterprise	architecture	principles	to	justify	the	value	enterprise	architecture	provides	to	organizations	within	various	types	of	domains	a. Justify	the	value	of	building	and	maintaining	an	EA.	b. Measure	and	analyze	value	accruing	from	an	EA.	c. Distinguish	various	architectural	forms	(such	as	SOA,	event-driven,	peer-to-peer).	d. Use	confidently	EA	taxonomies	and	concepts.		e. Prepare	the	organization	to	have	an	EA.	f. Apply	EA	to	achieve	strategic	alignment.		
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Competency	categories	and	competency	examples—Master’s		 30. Designing	and	managing	sustainable	IT	operations	a. Plan	for	and	manage	IT	assets	and	systems	by	using	processes	and	practices	that	reduce	consumption	of	energy	and	constrain	disposal	of	materials.		b. Determine	relevant	methods	and	tools	for	addressing	energy	efficiency	issues	in	IT	operations.	c. Establish	proper	practices	for	disposal	of	materials	in	alignment	with	regulatory	or	policy	requirements.	31. Aligning	IT	with	organizational	sustainability	policy	a. Pursue	sustainable	IT	solutions	in	accordance	with	the	organizational	sustainability	policy.		
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Competency	categories	and	competency	examples—Master’s		 39. Monitoring	the	technology	environment		a. Identify	and	evaluate	sources	of	information	regarding	emerging	methods	and	technologies.	b. Identify	domain	advantages	associated	with	specific	emerging	methods	or	technologies.	c. Identify	domain	concerns	associated	with	specific	emerging	methods	or	technologies.		40. Engaging	in	entrepreneurial	thinking	
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a. Describe	the	concept	of	effectual	reasoning2.	b. Leverage	effectual	reasoning	to	imagine	a	set	of	outputs	with	a	given	set	of	inputs.		c. Map	existing	and	emerging	methods	and	technologies	onto	the	set	of	inputs	in	(b)	above.	41. Developing	a	business	plan		a. List	the	components	of	a	business	plan.	b. Articulate	a	value	proposition	for	a	business	idea.	c. Prepare	a	SWOT	analysis.	d. Perform	financial	assessment	(e.g.,	ROI,	IRR,	etc.).	e. Articulate	the	risks	and	rewards	of	business	plans.	f. Propose	a	set	of	metrics	for	evaluating	a	business	plan.	42. Innovating	by	exploiting	an	emerging	method	or	technology	a. Identify	opportunities	to	transform	a	domain	of	human	activity	by	applying	emerging	technologies	innovatively.	b. Identify	the	appropriate	people	to	involve	in	an	innovation	plan.	c. Articulate	plan	milestones—including	key	decision	points.	d. Describe	key	metrics	that	will	be	used	to	inform	participants	at	the	decision	points.	e. Devise	novel	ways	for	the	provision	of	domain	solutions	based	on	IT	products	or	services.	f. Build	prototypes	to	develop	a	proof	of	concept.	43. Promoting	diffusion	by	leveraging	differences	between	adopter	groups	a. Explore	diffusion	and	adoption	from	different	perspectives.	b. Analyze	the	interests	of	different	adopter	categories.	c. Develop	a	plan	to	engage	adopters	at	various	stages	along	the	diffusion	curve.		44. Applying	creative	problem-solving	to	technology-related	issues	a. Select	a	creative	problem-solving	approach.	b. Given	a	problem,	apply	creative	problem-solving	techniques	to	identify	possible	solutions.	c. Evaluate	those	solutions	for	a	given	context	and	make	a	recommendation.		45. Contributing	to	organizational	development	and	change	management	a. Contribute	to	organizational	development	initiatives	bringing	up	the	perspective	of	the	impact	of	IT.	b. Manage	organizational	resistance	to	change	effectively.	c. Modify	organizational	characteristics	to	enable	domain	process	transformation.	
                                                2	Effectual	reasoning	is	entrepreneurial	decision-making	in	absence	of	markets,	hence	without	sufficient	information	of	them.	Much	of	the	information	required	to	bring	new	markets	into	existence	itself	does	not	come	into	existence	until	those	markets	are	created.	Effectuation	rests	on	logic	of	control	(of	future),	whereas	causation	rests	on	a	logic	of	prediction	(Sarasvathy	2001).	
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	48. Applying	broadly	used	project	management	tools	and	techniques	a. Select	from	broadly	applied	project	management	tools	and	techniques	(such	as	PERT,	GANTT,	and	their	implementations	in	a	widely	used	tool).	b. Apply	successfully	broadly	applied	project	management	tools	and	techniques	to	small-	and	medium-size	projects.		
Competency	categories	and	competency	examples—Master’s		 49. Managing	the	IS	function		a. Manage	the	financial	performance	of	the	IS	function.		b. Manage	IS	service	production.	c. Manage	IS	service	marketing.	50. Managing	IS	staff	a. Establish	effective	processes	for	managing	IS	staff	performance.	b. Identify	needs	for	education/training.	c. Offer	an	effective	education/training	program.	d. Plan	and	manage	recruiting,	hiring,	and	retention	processes.	51. Managing	IS	service	production	
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a. Manage	the	operational	processes	that	must	be	performed	on	a	day-to-day	basis	to	maintain	acceptable	IS	performance	levels.	b. Implement	service	control	processes,	including	production	and	distribution	scheduling,	problem	control,	and	service	evaluation.	c. Manage	user	support	so	that	it	serves	organizational	needs.	d. Manage	various	types	of	IS	production	environments,	including	cloud-based	and	mobile.	52. Managing	IS	sourcing	models	a. Identify	IS	sourcing	options.	b. Select	the	best	IS	sourcing	option	for	specific	requirements	and	resource	constraints.	c. Manage	IS	service	and	resource	vendors.	d. Align	sourcing	decisions	with	other	IS	management	decisions.	53. Managing	and	coordinating	information	resources	a. Identify	relevant	categories	of	information	resources.		b. Determine	the	relevant	focus	of	control	for	various	information	resources	(such	as	centralized,	decentralized,	mobile).	c. Identify	and	select	from	various	technology	options	for	information	resource	management.	d. Manage	processes	for	information	resource	management.	e. Identify	and	implement	approaches	to	maximize	the	value	of	information	resources.	54. Implementing	relevant	IT	governance	framework(s)	within	the	organization	based	on	strategic	guidance	a. Train	employees	on	the	use	of	IT	governance	framework(s),	such	as	ITIL	and	COBIT.	b. Provide	guidance	regarding	framework	use	appropriate	for	a	specific	organizational	environment.	c. Monitor	organizational	alignment	with	the	framework.	55. Complying	with	laws	and	regulations	directly	affecting	IS	management	and	operations	(such	as	Sarbanes-Oxley,	PCI,	CANSPAM,	HIPAA	in	the	US)	a. Identify	locally	and	globally	relevant	laws	and	regulations.	b. Comply	with	laws	and	regulations.	56. Managing	IS	projects	and	programs	a. Select	IS	projects	to	execute.	b. Determine	IS	project	feasibility.	c. Identify	and	manage	IS	project	risks.	d. Plan	and	initiate	an	IS	project,	including	project	scheduling	and	creation	of	a	work	breakdown	structure.	e. Determine	and	acquire	IS	project	resources.	f. Manage	IS	project	execution,	including	schedule,	scope,	and	resources.	g. Close	an	IS	project.	h. Organize	similar	or	related	IS	projects	into	programs.	i. Manage	allocation	of	resources,	schedules,	and	conflicts	between	projects	within	a	program.	57. Managing	IS	project	portfolios	
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Competency	categories	and	competency	examples—Master’s		 59. Conducting	IS	strategic	analysis	a. Design	new	and	innovative	digital	capabilities.	b. Analyze	industry	conditions	using	broadly	accepted	models	to	understand	ways	in	which	IS	shapes	industry	forces.	c. Analyze	IS	resources	to	identify	and	create	valuable,	rare,	and	inimitable	IS	resource	combinations.	d. Analyze	institutional	characteristics	(e.g.,	politics,	law,	societal	norms)	having	an	effect	on	the	firm	and	justify	how	IS	may	be	used	to	influence	institutional	characteristics.	60. Making	a	financial	case	for	IS	
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Competency	categories	and	competency	examples—Pre-master’s		 65. Designing	data	communication	networks	and	data	center	and	server	solutions	a. Select	an	appropriate	design	approach	for	local	area	and	wide-area	networks	in	a	specific	organizational	situation.	b. Select	appropriate	server	architecture	for	the	purposes	of	the	domain.	c. Design	the	characteristics	of	a	network	and	data	center	solution	based	on	the	needs	of	the	domain.	66. Selecting	appropriate	client	devices	to	support	the	needs	of	a	domain	a. Analyze	the	benefits	and	disadvantages	of	various	client	device	types.	b. Select	an	appropriate	set	of	acceptable	client	devices	for	a	domain.	c. Determine	whether	or	not	the	“bring	your	own	device”	model	is	acceptable	for	an	organization.	67. Securing	IT	infrastructures	a. Analyze	the	impact	of	infrastructure	design	solutions	on	the	security	of	a	specific	infrastructure	design.	b. Apply	security	principles	and	policies	effectively	during	the	process	of	infrastructure	design.	c. Implement	foundational	infrastructure	security	solutions	based	on	contemporary	technologies.			
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Competency	categories	and	competency	examples—Master’s		 68. Specifying	and	monitoring	infrastructure	contracts	a. Determine	service	level	agreement	(SLA)	details	based	on	domain	needs,	including	protections	against	service	disruptions.	b. Evaluate	actual	service	provision	compared	to	the	SLAs.	c. Apply	relevant	quality	management	tools	and	techniques.		69. Negotiating	contracts	and	managing	infrastructure	vendors	a. Identify	potential	vendors.	b. Select	a	vendor	for	a	particular	infrastructure	need	and	negotiate	a	contract	with	the	vendor.	c. Maintain	mutual	understanding	of	key	challenges	of	the	domain.	d. Manage	transitions	from	one	vendor	to	another.	70. Responding	to	requests	for	proposals	(RFPs)	for	infrastructure	solutions	a. Assess	the	infrastructure	needs	of	the	client	b. Devise	an	infrastructure	solution	for	the	client’s	request	c. Write	a	proposal	for	the	infrastructure	solution	71. Managing	infrastructure	risks	a. Consider	risks	in	the	context	of	an	infrastructure	design	solution.	b. Monitor	infrastructure	status	from	multiple	perspectives	and	take	appropriate	action	in	case	of	irregularities.	c. Design	and	document	appropriate	processes	for	risk	analysis	and	management.	72. Optimizing	infrastructure	utilization	a. Select	appropriate	technologies	to	ensure	effective	use	of	server	capacity.	b. Implement	a	solution	and	monitor	its	performance.	73. Designing	infrastructure	solutions	using	external	service	provider(s)	(cloud	computing)	a. Apply	the	appropriate	factors	to	determine	the	suitability	of	a	cloud	computing	solution	for	the	infrastructure	needs	of	the	domain.	b. Analyze	the	specific	infrastructure	needs	of	the	domain.	c. Prepare	and	submit	a	request	for	proposal	(RFP)	based	on	domain	needs	analysis.	d. Select	a	cloud	service	provider	based	on	responses	to	the	RFP	and	negotiate	the	final	contract.	e. Implement	the	cloud	computing	solution	and	monitor	its	operational	performance.	74. Maintaining	a	set	of	standards	and	policies	to	comply	with	the	laws	and	regulations	to	relevant	infrastructure	decisions	a. Identify	and	specify	the	key	elements	of	a	policy	for	acquisition	of	IT	resources.	
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Competency	categories	and	competency	examples—Pre-master’s			 76. Documenting	existing	systems	a. Select	appropriate	data	collection	methods	and	techniques	for	the	investigation	of	domain	activities.	b. Investigate	domain	activities	in	order	to	develop	an	in-depth	understanding	of	those	domain	activities.	c. Involve	stakeholders	in	the	investigation	process,	leading	to	a	shared	understanding	of	the	domain	activities.	d. Document	domain	activities	on	their	different	relevant	facets,	using	appropriate	representation	techniques.	77. Specifying	and	documenting	systems	requirements	a. Identify	scenarios	of	IS	artifact	use	to	enable	and	support	domain	activities.	b. Document	the	requirements	for	IS	artifacts	based	on	the	domain	needs.	
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c. Make	and	document	formal	agreements	with	relevant	stakeholders	regarding	project	requirements	in	a	form	appropriate	to	the	systems	development	approach.	d. Manage	system	change	requirements	in	a	form	appropriate	to	the	systems	development	approach.	78. Identifying	and	selecting	from	systems	design	and	implementation	alternatives		a. Identify	multiple	alternatives	for	systems	design	and	implementation	based	on	requirements	and	the	systems	development	approach.	b. Select	the	most	appropriate	systems	design	and	implementation	approach	in	a	specific	organizational	and	system	context.	79. Designing	systems	and	services	a. Determine	a	design	plan	based	on	the	requirements,	organizational	context,	and	the	systems	development	approach.	b. Design	the	architecture	and	the	components	of	IS	artifacts.	c. Validate	the	compatibility	of	the	design	with	the	user	requirements	using	a	mechanism	appropriate	to	the	systems	development	approach.	d. Establish	and	maintain	a	communication	model	that	is	appropriate	to	the	systems	development	approach	with	various	stakeholders.	e. Apply	organizational	design	methods,	tools,	and	standards.	80. Designing	user	experiences	a. Design	human-computer	interfaces	and	interaction	sequences	taking	into	account	the	envisioned	user	experience.	b. Refine	user	interface	design	based	on	results	of	user	experience	evaluation	and	feedback	from	users.	81. Implementing	a	systems	solution	using	a	modern	programming	language		
Competency	categories	and	competency	examples—Master’s		 82. Selecting	between	systems	development	approaches	a. Determine	the	organizational	and	domain	constraints	to	the	use	of	plan-based,	hybrid,	and	agile	development	approaches.	b. Select	a	development	approach	for	the	organization	and	a	system	context.	83. Managing	plan-based,	hybrid,	and	agile	development	approaches	a. Manage	a	simple	project	following	one	of	the	key	development	approaches.	b. Apply	key	DevOps	concepts	to	integrate	between	development	and	operations	and	determine	when	they	are	relevant	for	application	in	a	specific	domain.	c. Apply	DevOps	effectively.	84. Implementing	and	testing	an	application	a. Use	a	modern	application	development	environment	to	produce	an	IS	artifact	based	on	relevant	design	documentation.	
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1 BCIA Managing	and	implementing	cybersecurity N X X X X X
2 BCIA Responding	to	and	managing	IS	problems S X X X
3 BCIA Monitoring	system	operations N X
4 BCIA Managing	system	recovery A X
5 BCIA Managing	Information	Systems	risks N X X X X X X
6 BCIA Protecting	IT	assets N X
7 BCIA Developing	information	assurance	strategy A X X
8 BCIA Engineering	systems	for	continuity A X X
9 BCIA Implementing	and	managing	quality	audit	processes A X X
10 BCIA Assuring	safety	throughout	systems	lifecycle A X
11 DATA Explaining	key	data	and	information	concepts	and	the	data	
and	information	management	lifecycle




S X X X X
13 DATA Developing	a	logical	level	representation	of	data	based	on	a	
conceptual	model
S X X X
14 DATA Implementing	a	database	solution	to	serve	systems	
consisting	of	multiple	applications
N X X X
15 DATA Using	a	contemporary	data	manipulation	and	retrieval	
language	effectively
S X X X
16 DATA Selecting	appropriate	data	management	technologies	based	
on	the	needs	of	the	domain




N X X X
18 DATA Designing	and	implementing	a	data	warehouse	using	a	
contemporary	architectural	solution
N X X P P
19 DATA Creating	a	scalable	infrastructure	for	large	amounts	of	data	
using	parallel	and	distributed	technologies
N X X X X X
20 DATA Developing	and	implementing	organizational	information	
management	policies	and	processes	
N X X X X X X X




23 DATA Selecting	and	using	appropriate	analytics	methods N X X X
24 DATA Analyzing	data	using	advanced	contemporary	methods N X X X
25 DATA Designing	and	implementing	architectures	for	organizational	
content	management	systems




S X X P P P
27 EARC Designing,	building	and	maintaining	an	enterprise	
architecture
N X X P P P
28 EARC Communicating	and	deploying	an	enterprise	architecture N X X X X P P P
29 EARC Using	an	enterprise	architecture	to	influence	IS	related	
organizational	improvement	projects
A X X X X X P P P
30 ETIS Designing	and	managing	sustainable	IT	operations A X X
31 ETIS Aligning	IT	with	organizational	sustainability	policy A X X X
32 ETIS Managing	IT	facilities	sustainably A X X X
33 ETIS Managing	sustainable	procurement	practices A X X X
34 ETIS Managing	contracts	ethically N X X
35 ETIS Maintaining	compliance	with	legislation,	regulations,	and	
standards
N X X X
36 ETIS Ensuring	that	protection	of	privacy	and	integrity	guides	all	IS	
practices
N X X X
37 ETIS Fostering	an	ethical	culture N X X X X X X








39 IOCE Monitoring	the	technology	environment S X X X X
40 IOCE Engaging	in	entrepreneurial	thinking N X X X X
41 IOCE Developing	a	business	plan N X X X
42 IOCE Innovating	by	exploiting	an	emerging	method	or	technology S X X
43 IOCE Promoting	diffusion	by	leveraging	differences	between	
adopter	groups
N X X X X X X X
44 IOCE Applying	creative	problem	solving	to	technology-related	
issues
S X X X X X X
45 IOCE Contributing	to	organizational	development	and	change	
management
N X X X X X
46 IOCE Analyzing	and	documenting	business	activities S X X X X X
47 IOCE Identifying	opportunities	for	and	designing	process	
improvement
N X X X X X X
48 ISMO Applying	broadly	used	Project	Management	tools	and	
techniques
S X X X X
49 ISMO Managing	the	IS	function A X X X
50 ISMO Managing	IS	staff A X X X
51 ISMO Managing	IS	service	production A X X X
52 ISMO Managing	IS	sourcing	models A X X X
53 ISMO Managing	and	coordinating	information	resources A X X X X
54 ISMO Implementing	relevant	IT	governance	frameworks	within	the	
organization	based	on	strategic	guidance
A X X X X
55 ISMO Complying	with	laws	and	regulations	directly	affecting	IS	
management	and	operations
S X X X X X
56 ISMO Managing	IS	projects	and	programs S X X X X
57 ISMO Managing	IS	project	portfolios N X X X X
58 ISMO Managing	software	and	hardware	development	and	
maintenance
N X X X X
59 ISSG Conducting	IS	strategic	analysis N X X X
60 ISSG Making	a	financial	case	for	IS S X X X
61 ISSG Managing	IS/IT	sourcing	strategies N X X X
62 ISSG Engaging	in	IS	strategic	planning N X X
63 ISSG Planning	for	and	implementing	IS	governance A X X
64 ISSG Planning	for	and	improving	sustainability A X X
65 INFR Designing	data	communication	networks	and	data	center	
and	server	solutions
N X X X X
66 INFR Selecting	appropriate	client	devices	to	support	the	needs	of	
an	application	area
S X X X
67 INFR Securing	IT	infrastructures N X X X X
68 INFR Specifying	and	monitoring	infrastructure	contracts N X X




71 INFR Managing	infrastructure	risks A X X X
72 INFR Optimizing	infrastructure	utilization A X X P P P
73 INFR Designing	infrastructure	solutions	using	external	service	
provider(s)	(cloud	computing)




A X X X
75 SDAD Monitoring	emerging	technologies	to	understand	their	
potential	to	support	the	domain
S X X X X
76 SDAD Documenting	existing	systems S X X X X X
77 SDAD Specifying	and	documenting	systems	requirements S X X X X X X
78 SDAD Identifying	and	selecting	from	systems	design	and	
implementation	alternatives
N X X X X X X
79 SDAD Designing	systems	and	services N X X X X X
80 SDAD Designing	user	experiences N X X X X X
81 SDAD Implementing	a	systems	solution	using	a	modern	
programming	language
N X X X X
82 SDAD Selecting	between	systems	development	approaches S X X X X X
83 SDAD Managing	plan-based,	hybrid,	and	agile	development	
processes
N X X X X X X
84 SDAD Implementing	and	testing	an	application N X X X X
85 SDAD Installing	and	integrating	a	new	application N X X X X
86 SDAD Managing	external	systems	development	resources N X X X X X X X
87 SDAD Managing	IS	development	projects N X X X X X X













































































































































1 BCIA Managing	and	implementing	cybersecurity N X X P X X X
2 BCIA Responding	to	and	managing	IS	problems S X X X X
3 BCIA Monitoring	system	operations N X P
4 BCIA Managing	system	recovery A X P
5 BCIA Managing	Information	Systems	risks N X X X X X X
6 BCIA Protecting	IT	assets N X X
7 BCIA Developing	information	assurance	strategy A X X X
8 BCIA Engineering	systems	for	continuity A X P
9 BCIA Implementing	and	managing	quality	audit	processes A X P
10 BCIA Assuring	safety	throughout	systems	lifecycle A X P
11 DATA Explaining	key	data	and	information	concepts	and	the	
data	and	information	management	lifecycle S X X P X
12 DATA Capturing	and	structuring	data	and	information	
requirements	using	appropriate	conceptual	modeling	
techniques S X X P X X
13 DATA Developing	a	logical	level	representation	of	data	
based	on	a	conceptual	model S X X P X
14 DATA Implementing	a	database	solution	to	serve	systems	
consisting	of	multiple	applications N X X P X
15 DATA Using	a	contemporary	data	manipulation	and	retrieval	
language	effectively S X X P X
16 DATA Selecting	appropriate	data	management	technologies	
based	on	the	needs	of	the	domain S X X P X X
17 DATA Securing	domain	data	and	protecting	user	privacy	and	
organizational	intellectual	property	using	appropriate	
technical	solutions N X X P X
18 DATA Designing	and	implementing	a	data	warehouse	using	
a	contemporary	architectural	solution N X P
19 DATA Creating	a	scalable	infrastructure	for	large	amounts	of	
data	using	parallel	and	distributed	technologies N X X P
20 DATA Developing	and	implementing	organizational	
information	management	policies	and	processes	 N X X P X
21 DATA Creating	an	information	architecture	for	an	
organization N X X P X
22 DATA Integrating	and	preparing	data	captured	from	various	
sources	for	analytical	use N X P
23 DATA Selecting	and	using	appropriate	analytics	methods N X P
24 DATA Analyzing	data	using	advanced	contemporary	
methods N X X X P
25 DATA Designing	and	implementing	architectures	for	
organizational	content	management	systems N X P
26 EARC Explaining	enterprise	architecture	principles	to	justify	
the	value	enterprise	architecture	provides	to	
organizations	within	various	types	of	domains S X P X
27 EARC Designing,	building	and	maintaining	an	enterprise	
architecture N X P X X
28 EARC Communicating	and	deploying	an	enterprise	
architecture N X P X X X X X
29 EARC Using	an	enterprise	architecture	to	influence	IS	
related	organizational	improvement	projects A X P
30 ETIS Designing	and	managing	sustainable	IT	operations A X X P
31 ETIS Aligning	IT	with	organizational	sustainability	policy A X P
32 ETIS Managing	IT	facilities	sustainably A X P
33 ETIS Managing	sustainable	procurement	practices A X P X
34 ETIS Managing	contracts	ethically N X X X X
35 ETIS Maintaining	compliance	with	legislation,	regulations,	
and	standards N X x` X X
36 ETIS Ensuring	that	protection	of	privacy	and	integrity	
guides	all	IS	practices N X X X X X X X








38 ETIS Considering	ethical	implications	of	IS	decisions S X P
39 IOCE Monitoring	the	technology	environment S X X X X X X
40 IOCE Engaging	in	entrepreneurial	thinking N X X X P X
41 IOCE Developing	a	business	plan N X P X
42 IOCE Innovating	by	exploiting	an	emerging	method	or	
technology S X P
43 IOCE Promoting	diffusion	by	leveraging	differences	
between	adopter	groups N X X X X X X X X X
44 IOCE Applying	creative	problem	solving	to	technology-
related	issues S X X X
45 IOCE Contributing	to	organizational	development	and	
change	management N X X P X
46 IOCE Analyzing	and	documenting	business	activities S X P X
47 IOCE Identifying	opportunities	for	and	designing	process	
improvement N X X P X
48 ISMO Applying	broadly	used	Project	Management	tools	and	
techniques S X P
49 ISMO Managing	the	IS	function A X P X X
50 ISMO Managing	IS	staff A X P
51 ISMO Managing	IS	service	production A X X P X X
52 ISMO Managing	IS	sourcing	models A X P X
53 ISMO Managing	and	coordinating	information	resources A X X P X
54 ISMO Implementing	relevant	IT	governance	frameworks	
within	the	organization	based	on	strategic	guidance A X P X
55 ISMO Complying	with	laws	and	regulations	directly	affecting	
IS	management	and	operations S X X P X
56 ISMO Managing	IS	projects	and	programs S X X P X
57 ISMO Managing	IS	project	portfolios N X X X X X
58 ISMO Managing	software	and	hardware	development	and	
maintenance N X X P
59 ISSG Conducting	IS	strategic	analysis N X X P X X
60 ISSG Making	a	financial	case	for	IS S X X P X
61 ISSG Managing	IS/IT	sourcing	strategies N X P
62 ISSG Engaging	in	IS	strategic	planning N X P
63 ISSG Planning	for	and	implementing	IS	governance A X P
64 ISSG Planning	for	and	improving	sustainability A X P X
65 INFR Designing	data	communication	networks	and	data	
center	and	server	solutions N X X
66 INFR Selecting	appropriate	client	devices	to	support	the	
needs	of	an	application	area S X X
67 INFR Securing	IT	infrastructures N X X P
68 INFR Specifying	and	monitoring	infrastructure	contracts N X X X
69 INFR Negotiating	contracts	and	managing	infrastructure	
vendors A X X X P
70 INFR Responding	to	Requests	for	Proposals	(RFPs)	for	
infrastructure	solutions N X
71 INFR Managing	infrastructure	risks A X P
72 INFR Optimizing	infrastructure	utilization A X P
73 INFR Designing	infrastructure	solutions	using	external	
service	provider(s)	(cloud	computing) N X P X
74 INFR Maintaining	a	set	of	standards	and	policies	and	
understand	the	key	laws	and	regulations	to	relevant	
infrastructure	decisions A X P X X
75 SDAD Monitoring	emerging	technologies	to	understand	
their	potential	to	support	the	domain S X P X
76 SDAD Documenting	existing	systems S X X P X
77 SDAD Specifying	and	documenting	systems	requirements S X X P X
78 SDAD Identifying	and	selecting	from	systems	design	and	
implementation	alternatives N X X P X X
79 SDAD Designing	systems	and	services N X X P X
80 SDAD Designing	user	experiences N X X X
81 SDAD Implementing	a	systems	solution	using	a	modern	
programming	language N X X
82 SDAD Selecting	between	systems	development	approaches S X X X P X X
83 SDAD Managing	plan-based,	hybrid,	and	agile	development	
processes N X X X P X
84 SDAD Implementing	and	testing	an	application N X X
85 SDAD Installing	and	integrating	a	new	application N X X
86 SDAD Managing	external	systems	development	resources N X X P X
87 SDAD Managing	IS	development	projects N X X P X






































































































































































1 BCIA Managing	and	implementing	cybersecurity N X x x x
2 BCIA Responding	to	and	managing	IS	problems S X x x
3 BCIA Monitoring	system	operations N X x x
4 BCIA Managing	system	recovery A X
5 BCIA Managing	Information	Systems	risks N X x x
6 BCIA Protecting	IT	assets N X
7 BCIA Developing	information	assurance	strategy A X x

















































































30 ETIS Designing	and	managing	sustainable	IT	operations A X
x
31 ETIS Aligning	IT	with	organizational	sustainability	policy A X
x
32 ETIS Managing	IT	facilities	sustainably A X x
33 ETIS Managing	sustainable	procurement	practices A X x
















37 ETIS Fostering	an	ethical	culture N X x x x x
38 ETIS Considering	ethical	implications	of	IS	decisions S X x x
39 IOCE Monitoring	the	technology	environment S X x x
40 IOCE Engaging	in	entrepreneurial	thinking N X x x x
























S X x x x x
x x x x
49 ISMO Managing	the	IS	function A X x
50 ISMO Managing	IS	staff A X x
51 ISMO Managing	IS	service	production A X x
52 ISMO Managing	IS	sourcing	models A X x











56 ISMO Managing	IS	projects	and	programs S X x x





59 ISSG Conducting	IS	strategic	analysis N X x
60 ISSG Making	a	financial	case	for	IS S X x
61 ISSG Managing	IS/IT	sourcing	strategies N X x
62 ISSG Engaging	in	IS	strategic	planning N X x
63 ISSG Planning	for	and	implementing	IS	governance A X x









67 INFR Securing	IT	infrastructures N X x x









71 INFR Managing	infrastructure	risks A X x























79 SDAD Designing	systems	and	services N X x x x






S X x x
83 SDAD Managing	plan-based,	hybrid,	and	agile	
development	processes
N X x x
x
84 SDAD Implementing	and	testing	an	application N X x x





87 SDAD Managing	IS	development	projects N X x






































































































































































































































1 BCIA Managing	and	implementing	cybersecurity N x x x x x x
2 BCIA Responding	to	and	managing	IS	problems S x x
3 BCIA Monitoring	system	operations N x x x
4 BCIA Managing	system	recovery A x
5 BCIA Managing	Information	Systems	risks N x x x x x x x
6 BCIA Protecting	IT	assets N x x x
7 BCIA Developing	information	assurance	strategy A x x x
8 BCIA Engineering	systems	for	continuity A x
9 BCIA Implementing	and	managing	quality	audit	processes A x












































N x x x
x x
x





23 DATA Selecting	and	using	appropriate	analytics	methods N x x
24 DATA Analyzing	data	using	advanced	contemporary	methods N x x
25 DATA Designing	and	implementing	architectures	for	organizational	
content	management	systems

















30 ETIS Designing	and	managing	sustainable	IT	operations A x x x
31 ETIS Aligning	IT	with	organizational	sustainability	policy A x x x x
32 ETIS Managing	IT	facilities	sustainably A x x x x
33 ETIS Managing	sustainable	procurement	practices A x x x x











37 ETIS Fostering	an	ethical	culture N x x x x x x








39 IOCE Monitoring	the	technology	environment S x x x P P x P
40 IOCE Engaging	in	entrepreneurial	thinking N x x x x P P
41 IOCE Developing	a	business	plan N x x x P P




















46 IOCE Analyzing	and	documenting	business	activities S x x x
47 IOCE Identifying	opportunities	for	and	designing	process	
improvement





x x x P
P P
49 ISMO Managing	the	IS	function A x x x
50 ISMO Managing	IS	staff A x x x
51 ISMO Managing	IS	service	production A x x x x
52 ISMO Managing	IS	sourcing	models A x x x











56 ISMO Managing	IS	projects	and	programs S x x x x P P
57 ISMO Managing	IS	project	portfolios N x x x x P x
58 ISMO Managing	software	and	hardware	development	and	
maintenance
N x x x
x
x
59 ISSG Conducting	IS	strategic	analysis N x x x x x
60 ISSG Making	a	financial	case	for	IS S x x x x
61 ISSG Managing	IS/IT	sourcing	strategies N x x x x x
62 ISSG Engaging	in	IS	strategic	planning N x x x
63 ISSG Planning	for	and	implementing	IS	governance A x x x x








S x x x
x
P
67 INFR Securing	IT	infrastructures N x x x x
68 INFR Specifying	and	monitoring	infrastructure	contracts N x x x x x






71 INFR Managing	infrastructure	risks A x x x P




















76 SDAD Documenting	existing	systems S x x x x x
77 SDAD Specifying	and	documenting	systems	requirements S x x x x x
78 SDAD Identifying	and	selecting	from	systems	design	and	
implementation	alternatives




79 SDAD Designing	systems	and	services N x x P x x
80 SDAD Designing	user	experiences N x x P x x
81 SDAD Implementing	a	systems	solution	using	a	modern	
programming	language
N x x x x
x
82 SDAD Selecting	between	systems	development	approaches S x x x x x
83 SDAD Managing	plan-based,	hybrid,	and	agile	development	
processes




84 SDAD Implementing	and	testing	an	application N x x x x x x
85 SDAD Installing	and	integrating	a	new	application N x x x x
86 SDAD Managing	external	systems	development	resources N x x x x x
87 SDAD Managing	IS	development	projects N x x x x x
88 SDAD Deploying	a	new	system	to	organizational	use N x x x x x x
100
